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cannot demonstrate damages. With
few exceptions, to prevail, plaintiffs’
must be able to demonstrate that the
data breach caused them some form of
financial harm. To the extent plaintiffs’
can demonstrate such harm, such as,
for example, if they were victims of
identity theft, then the cases become
more difficult for defendants to
overcome. Nonetheless, even if the
defending organizations prevail, class
action litigation is very costly.

What Should IT Vendors Do Now?
As a preliminary matter, data centers
and other IT vendors should determine
whether they are subject to HIPAA
compliance. To do this, they should
evaluate their existing customer base to
find out: (1) whether any are healthcare
providers, health plans or healthcare
clearinghouses; and (2) if not, whether
they provide services to entities that
then provide services to these covered

entities. Or, alternatively, vendors
should find out whether they have
executed any business associate
agreements.

Vendors that are subject to HIPAA
compliance, or have otherwise agreed
they are by executing a BAA or a
subcontractor associate agreement,
must then evaluate their existing level
of compliance. Generally, this is done by
undertaking a Risk Analysis, which is a
required element under the HIPAA
Rules and a “foundational element in
the process of achieving compliance.”21

In addition to the Risk Analysis, vendors
should consider reviewing the OCR
Audit Protocol and using that Protocol
as an additional means of evaluating
compliance.22

To the extent possible, IT vendors
should draft their own form BAAs as
opposed to executing form agreements
provided to them by the covered

entities or business associates, as
appropriate. Generally, so-called
‘standard’ BAAs will not be
appropriately limited to services
provided by the IT vendors. This is
particularly true for data centers, which
do not have direct contact with
patients. But, standard BAAs generally
contain terms that require, for example,
for the Business Associate to provide
the patient access to his/her medical
records. As HHS has made clear,
“business associates are liable for
providing electronic access in
accordance with their business
associate agreements.”23 To minimize
risks, vendors should generally avoid
agreeing to terms that are outside their
scope of services.

Importantly, vendors must understand
that these obligations cannot be
ignored. HHS has made clear that
responsibility for protecting PHI travels
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with the PHI “no matter how far ‘down
the chain’ the information flows.”24

Additionally, while covered entities,
business associates, and
subcontractors must enter into
Business Associate Agreements, “direct
liability under the HIPAA Rules
[attaches] regardless of whether the
[the parties] have entered into the
required business associate
agreements.”25

Finally, vendors should carefully
evaluate their level of risk and purchase
cyberliability insurance in accordance
with the level of risk they have
accepted. According to a 2013 study on
the global cost of a data breach, the
cost to repair a data breach in 2012 was
approximately $188 per record.26 At
that rate, the cost to repair a breach
impacting 50,000 records is $9.4
million. Such costs may be prohibitive

for a number of organizations. As such,
vendors should appropriately limit their
liability in contracts and avoid agreeing
to unlimited liability in any transaction,
unless they are prepared to go out of
business for that specific deal.
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